
NOTICE Beware of Phishing Emails13/10/2020 

We have received a worrying report from CERT-In that the phishing attack is expected to be carried out by 

cybercriminals using the suspicious email - ncov2019@gov.in. 

 

"The cybercriminals are claiming to have a 2 million individual/citizen's email IDs and are planning to send 

an email with subject "Free COVID-19 TEST" inciting personal details from the residents of the following 

cities: Delhi, Mumbai, Hyderabad, Chennai, and Ahmedabad,". 

 

If you get a mail in your inbox promising a free Covid test, it should raise red flags. This is a warning to 

Account holders that such mails that are landing in inboxes of unsuspecting account holders can 

compromise their accounts' safety and, in fact, be a carefully crafted phishing attack. 

 

Any unusual activity or attack should be reported immediately at incident@cert-in.org.in with the relevant 

logs, email headers for analysis of the attacks and taking further appropriate actions. 

 

Regards, 

Shinhan Bank 

 


